


n the spring of 2007, Messaging

News examined the File Transfer

Protocol (FTP) from its genesis
as a large file transport solution
to its unintended incarnation as a
heavily used file transfer medium
to move large volumes of sensitive
and critical data. The original IETF
FTP specification dates all the way
back to 1971. Extensive dependence
on its use and a growing awareness
of risks and vulnerabilities drove the
eventual addition of security exten-
sions sometime in the late 1990s.
The original protocol was not
designed to be a moving van for
valuable things, yet demand and
lack of options drove its evolution

transfers in 2007 than in 2006. In
addition, 84 percent of respondents
had either the same or an increased
level of concern about the security
and reliability of the file transfers as
compared to 2006.

“The Hilty survey revealed that
while companies continue to de-
pend on FTP for their file-transfer
needs, they have concerns about
security, reliability, and how they
are going to meet tougher service-
level agreements, which affects
their bottom line,” says William
McKinney, global product market-
ing director for Sterling Commerce.
“We agree with the recognition

to acknowledge the risks involved
with an aging technology trans-
porting important data in and out
of a company. FTP is a quick and
cost-effective method to movefiles,
which makes it popular. However, it
is still not secure, and may expose
organizations to significant and
costly data breaches, with all the
attendant negative impact to part-
ner and customer confidence.”

FTP Risks

According to McKinney many
companies try to address their
FTP shortcomings through bolt-
on security. “60 percent of the
survey respondents said they were

How Secure is Your FTP?

Too much pressure being placed on FTP

in that direction. Additions to the
FTP framework (such as 256-bit
AES SSL encryption) led to the cur-
rent FTPS (FTP over Secure Socket
Layer) and SFTP (Secure FTP).
Despite the availability of safer and
more reliable FTP solutions, many
organizations have not jumped at
the chance to switch. However, even
those that have “upgraded” may
not be as safe as imagined.

While the inherent security limita-
tions of FTP are well-known, it is still
a widely used means of transferring
critical data. A January 2008 Hilty
Moore & Associates study examined
the usage and requirements of FTP
and found that file transfer use con-
tinues to increase with 64 percent of
all companies performing more file
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that unmanaged FTP is a problem
and understand their desire to seek
a more reliable, secure solution.”

As explained by Taher Elgamal CTO
of Tumbleweed, the original FTP
protocol did not take security into
consideration, as security was not a
requirement of the time. “High pro-
file FTP data and file breaches have
underscored the need to update
basic FTP,” observes Elgamal, “tip-
ping the scales in favor of SFTP.”
He points to incidents involving
the Army Corps of Engineers, Los
Alamos Labs, and Fox News, among
others, noting that all have been hit
by FTP data breaches in the past
year. “With respect to awareness of
FTP’s risks, many organizations are
still unaware or simply do not want

in the process of stepping up their
encryption efforts with plans to en-
crypt 80 percent or more of their
file transfers by 2008,” he reveals.
“However, security breaches typi-
cally occur at the point of origin
or destination by hacking the
FTP servers that house the data -
places untouched by ‘on the wire
encryption’.” McKinney believes
that most organizations are aware
of risks involving FTP, but says that
whether or not they are prepared
to deal with it varies widely.

Along with security concerns,
government regulations surround-
ing data retention reporting and
privacy, such as HIPAA, SOX and
GLBA, were also instrumental rea-
sons that organizations began to
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SECURE FILE TRANSFER

move toward stronger methods of
file transfer technology. Kevin Gillis,
VP of the File Transfer Division at
Ipswitch, explains that the situa-
tion is dealt with differently by ge-
ography (e.g., country, state), by
industry, and by company size.
To illustrate the range of concern
and preparedness among different
sized organizations, he offers the
following observations:

e Top-tier companies are imple-
menting a managed file transfer
infrastructure that gives them
central visibility and control of file

an added dash of, “nothing has
happened to us yet” complacency.
“Expensive as compared to what?”
Gillis counters. “Compromising cus-
tomer/employee data? Tarnishing
your reputation and possibly losing
business and market capitalization
(for public companies)? Adding
Secure Shell encryption (SSH), or
at a minimum, the portion of SSH
that covers secure file transfer, is
inexpensive for businesses of all
sizes challenged with solving com-
plex security, privacy and access
control challenges.”

compared with FTP seems expen-
sive, especially if you don’t bear
the bigger picture in mind. | also
believe that the awareness of file
transfer as a business mechanism
is growing at a high rate, driving
the business value of acquiring
products that provide commercial
level security functions.”

Managing FTP

As the Hallmark virus began to
make its rounds, what differentiat-
ed the attack from many previous
was the Yahoo! posting from the
FBI. The seriousness and virulence

“Yes, FTP is free but you get what you pay for. Comparatively
speaking, anything compared with FTP seems expensive,
especially if you don’t bear the bigger picture in mind.”
—Taher Elgamal, Tumbleweed

movement. These organizations
are proactive about addressing
access control, encryption, and
perimeter security. Many have
limited the use of FTP to certain
types of transfers, while others
have forbidden the use of the
protocol altogether.

* Mid-tier companies are executing
an encryption strategy thinking
this will protect them. The big risk
for these companies is not tak-
ing the same care about the data
written to the disk after the trans-
fer. Most attacks are aimed at the
server, not just the transmission.

e Bottom-tier companies are just
removing default credentials
and trying to identify all the FTP
servers in their organization and
encrypting a certain percentage.

What’s “Expensive”?

In examining why organizations
stick with traditional FTP as op-
posed to “upgrading” to some
form of secure FTP, the responses
among analysts and organiza-
tions were surprising. Cost and
convenience topped the list with

McKinney feels that expense issues
around FTP relates to scripts that
have been written to accomplish
basic automation and some degree
of problem notification. “Going
back to touch these platform spe-
cific scripts to add any capability
to base FTP is a costly undertaking.
Companies now understand that
the risk is real and worth the cost,
but while they are at it, they are
looking for better control, better
reporting, and perimeter security
options, not just encryption.”

Expense might be relative, when
it comes to comparing risk. “Let’s
put things in a realistic perspective
when weighing technology ‘cost’,”
suggests Elgamal. “It is essential
to ask, ‘What is the cost of the
data breach that affects our most
important data?”” In Elgamal’s
experience more often than not,
companies that ask this question
will realize that losing information
and gaining bad press in a data
breach make implementing SFTP
or managed file transfer technol-
ogy a necessity. “Yes, FTP is free
but you get what you pay for.
Comparatively speaking, anything
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of computer-borne viruses has
reached a new peak and we have
been bombarded with education,
warnings, and proactive attempts
at helping us save ourselves. While
big gains were made in terms of
reaching a larger audience, not ev-
eryone got the memo.

“The Hallmark virus is a form of
“social virus” preying on curios-
ity and overall lack of education,”
notes Gillis. “You still have to
download a file and run it locally in
order to be infected. At a minimum,
companies should scan all inbound
and outbound traffic, not just at-
tachments. Every reported incident
of data leakage/breaches that I've
heard of related to FTP had noth-
ing to do with FTP; they had to do
with Access Control and Perimeter
Security. Holes were left wide open
and employees and external par-
ties gained access to unencrypted
data. Data is not being cracked on
the wire, in transit, but when it’s sit-
ting dead still, unencrypted on the
network.”

Elgamal is hopeful that organiza-
tions will take quick action, but says



that the attacks illustrate how FTP
channels have not been regarded
as business communications tools
and that more management is
needed. “The awareness is growing,
but the overall solutions need to be
studied with the rest of the IT infra-
structure as it implements business
applications. Keep in mind that a
virus that succeeds in sending data
over FTP from an organization’s
network should be detected like
other malware that invades a net-
work, meaning security platforms
should evolve to include FTP as a
key delivery protocol in addition to
email.”

Protect Open FTP Servers

Gillis acknowledges that there is
still a lot of work to do and notes
that viruses come into the network
through many means, not just email
and IM. He underscores that all
traffic in and out of the company
should be scanned for viruses and
malware.

Assessing the risk to the organiza-
tion that an open FTP server can
cause is important, yet is often
overlooked. “The ability of an out-
sider to install an FTP service inside
an organization’s network demands
that companies investigate and
assess their overall network secu-
rity policies and their implementa-
tions,” recommends Elgamal. “The
type of data breaches that result
directly from a misuse of an open
FTP server and therefore causes a
data breach should be considered
critical.” MB/TMP
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Secure File Transfers

There are important actions organizations can take to ensure adherence
to both regulatory and best business practices for secure file transfers.
Taher Elgamal CTO of Tumbleweed suggests that businesses asses
whether they have file transfer functions—for both large files and email
alike—that were deployed outside of corporate policies for security,
manageability and compliance. He suggests that organizations ensure
policies and practices that address:

* Management and monitoring of Internet-based file transfers.

e Security and privacy of the data exchange.

* The flexibility necessary to accommodate exchange and interaction
with a wide range of business partners.

Begin with the obvious is the suggestion from William McKinney, global
product marketing director for Sterling Commerce. He recommends
organizations:

e Catalog all FTP servers and analyze log files on a consistent basis.

* Remove all default credentials on all servers.

¢ Implement strong passwords with timeouts.

¢ Implement clean-up scripts that delete files regularly from FTP servers.
» Remove all FTP servers from the DMZ.

* Update patch levels on every FTP server monthly.

e Encrypt any transfer with sensitive data (inside and outside four walls).

» Consider using ethical hackers to show you gaps.

* Investigate the use of new technologies like multifactor authentication,
proxies and managed file transfers.

¢ Implement central control and responsibility for all file transfers.

“Criminals will always be finding the next exploit,” says McKinney, “Since
they have limited resources, organizations will always have to balance
priorities. One of the ongoing misconceptions is that just because it
hasn’t happened yet, it won’t.” Consider taking these steps to securing
FTP and if needed, take the next step to SFTP or FTPS. MB/TMP
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